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Background

ePicture a power station
measurement device tasked
with monitoring critical
parameters.

eThe device runs flawlessly
when shipped, but engineers
later add new monitoring tasks
to adapt to changing
specifications.
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The device keeps on working...

* The measurement device
keeps working, seemingly
flawlessly, for months on end,
so engineers keep on adding
tasks

* Over time, the CPU load
creeps upward... until one
day, the device overloads,
misses critical
measurements, and fails to
signal an anomaly.
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Potential risks

 System blackout or safety
hazard due to missed signals

* Current tools (e.g., Task
Manager, simulators)
either:

* show only aggregated usage (too
coarse), or

* require deep CPU expertise,
run too slowly for engineers or
are maladapted to use in
practice
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How can industrial-scale forecasting be solved
before issues arise?

A fast, transparent, uncertainty-aware method is
required to forecast industrial device safety margins
before deployment.

eIndustrial devices = complex, high-dimensional data
eManual or rule-based models cannot* scale to capture all
interactions, thus we need an intrinsically automated
technique

eMachine learning can uncover hidden patterns and
predict CPU load/cache performance faster than simulators

* = in practice
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Trustworthiness

That said, traditional ML is not enough —
we need trustworthy ML

Quantified
uncertainty

Explainability

* = this thesis
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The blackout risk shows why accuracy alone is not enough.

Problem: Industrial Al is often accurate but not usable or

trustworthy

Lack of trust slows adoption in safety-critical domains.

Consequences include unsafe ML systems, wasted engineering effort throughout both setup

and usage.

Engineers need models they can understand, trust, and apply.

Traditional machine learning

approaches
L High Accuracy

2 No Guarantees
>{ Opaque

X Difficult for engineers to use

From accuracy to trustworthiness:
key requirements

L High Accuracy

L Uncertainty Guarantees

L Explainability

L Practical Usability
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|dentification of three core research gaps

* Gap_A: Guarantees (and explainability) under-addressed in ML for industrial-
scale systems

* Gap_B: Generalizable, fast low-level performance microarchitectural modeling is
sparse; simulators are accurate but slow

* Gap_C: End-to-end, usable integration (narrative/data to runnable artifacts and
decisions) is scarcely treated
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Overarching research goal (RG)

Design and evaluate an automation-oriented, trustworthy ML
approach for industrial-scale systems, combining explainability,
guarantees, performance awareness, and end-to-end integration
into usable workflows.
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Research Questions (RQs)

* RQ_1: How can input features be ranked or discarded in a way that provides both
interpretability and formal /statistical guarantees on their influence?

* RQ_2: How can forecasting methods be designed to provide valid uncertainty
guarantees and interpretable explanations, while remaining lightweight enough
for practical deployment in real systems?

* RQ_3: How can data-driven models of system behavior (e.g., cache performance)
be designed to generalize across both workloads and microarchitectures?

* RQ_4: How should data-driven performance models be evaluated to ensure
fidelity?

* RQ_5: How can natural-language narratives be transformed into runnable
simulation scenarios with quantifiable and minimized expert repair effort?



Thesis contributions
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Contribution answers RQ_1 and RQ_5

Contribution 1: Abstraction-based reduction
of neural networks

We develop a principled mechanism for simplifying
neural networks while retaining provable guarantees.
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Neural Networks (NNs)

* Inspired by the brain, but mathematical: input — hidden layers — output

* Universal approximators: can model almost any function through
induced nonlinearities (various existence theorems proving this
throughout history, beginning in 1989 and onwards)

 Useful for CPU load/cache because they handle complex nonlinearities



Mélardalen
University

Neuron

TN
N / Y
2"?#(“% /‘V‘(

|

7 u""’

B
LN




np

alardalen
University

Neural Network example
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Neural Network example
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Neural Network example

Input layer Hidden ]ayers i Output layer
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Neural Network example
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Verification

 Problem: Neural networks behave like black boxes

* In safety-critical or industrial systems, “probably correct” is
not enough.

|
Unpredictable
Outputs

Source: https://tbenthompson.com/project/visconn/



https://tbenthompson.com/project/visconn/
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Verification

Verification = proving that for
all possible inputs, the system
respects a property.

Input layer Hidden layer:
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Verification

eVerification gives formal guarantees that increase trustworthiness.

eWithout it, we risk hidden failures in rare scenarios.

Testing: Verification:

checks some covers all
cases X cases ¥
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Neural Network Abstraction

eChallenge: NNs = huge, hard to verify properties
eldea: Abstraction shrinks/compartmentalizes search space

*Why: Enables formal tools (e.g., Marabou)

Abstraction

/ procedure \

Large input space Large NN

Intractable for verification

Grouped & reduced
input space Abstracted NN

Easier to verify

Marabou

(verification tool)
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Contribution 1 - core

Algorithm 1: From NN,
generating overapproximating NN
and underapproximating NN ~,
by splitting the first input

NN*

input affects the output.

NN with (piecewise) linear
activation functions
trained for a task

T mazx

| min

Koo

Repeat until all inputs
are exhausted and
analyzed

Algorithm 2: From NN* and NN,
by merging hidden layers
and removing the first input
we generate N Ng;sy. This difference
network bounds how much the removed

Utilize Marabou for
verification and significance|
analysis

A

eApproach: Abstract inputs -
build smaller “difference
network”

eResult: Enables Marabou usage
to safely remove features with
negligible influence while
preserving output behavior
within known bounds

Contribution to RG: Advances
trustworthiness by making NN
feature significance identification
feasible in practice.
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Contribution answers RQ_1, RQ_2 and RQ_3

Contribution 2: Forecasting with uncertainty
and explanations

We develop an uncertainty-aware CPU load forecasting
framework designed to support practical safety assessment in
industrial computing platforms.



alardalen
University

Conformal Prediction (CP)

eProblem: Point predictions hide
uncertainty.

e Other methods such as Bayesian
NNs, ensemble & dropout are ad-hoc
& heuristic.

*CP adds prediction intervals with
statistical guarantees over the dataset
(e.g., 90% confidence).

eEnsures engineers know not only
“what” the model predicts but also
“how certain” it is.
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Conformal Prediction (CP)

eProblem: Point predictions hide
uncertainty.

e Other methods such as Bayesian
NNs, ensemble & dropout are ad-hoc
& heuristic.

*CP adds prediction intervals with
statistical guarantees over the dataset
(e.g., 90% confidence).

eEnsures engineers know not only
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On conformal prediction - visualization

Without CP
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On conformal prediction - visualization

Without CP




Explainability
eIldea: Fairly assign each feature a share of the prediction (from game theory).
*Why Shapley: Guarantees additivity & fairness, every feature’s contribution sums

to the output.
eValue: Tells us which inputs drive predictions most.

T @|=s

@ -2 |® | @8
i 2 |© as Loadprediction = Loadpgse + Z task;

2= | h & a2

Figure 1: The Shapley value can be used to solve cooperative games
An ensemble game is a machine learning application for it — models in
an ensemble are players (red, blue, and green robots) and the financial
gain of the predictions is the payoff (coins) for each possible coalition
(rectangles). The Shapley value can distribute the gain of the grand

coalition (right bottom corner) among models.
Source:https://arxiv.org/abs/2202.0
5594
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Example of Shapley values proving their mettle

f(lx) =2.846
34.01 = Latitude
~118.03 = Longitude f(X) =F [f(X)] + z featurei
10 = HouseAge L

6.416 = AveRooms -0.11 .

2975 = Population ' +0.07
1.018 = AveBedrms —-0.04 ‘

2.922 = AveOccup ’ +0.01

125 150 175 200 225 250 275 3.00
E[AX)] =2.215



mpb

Mélardalen
University ‘ ,

—] Prediction — = Lower Bound [Z7.%%] Upper Bound

Contribution 2 - core

§
. q q . 5
*Result: Provides statistically valid §
prediction intervals and clear explanations
of which tasks drive CPU overload. Preacion Couner
eContribution to RG: Strengthens PG 2 | @ 5.0 600 0200 611805541 @_6.1_06r_D27@_B22 010652 520 6.1
trustworthiness of ML forecasts in safety- PG 4 | @ 506 0410150 _B.05.£-66.0.90. —b.-6.06-0.06@._5.24 15 B.30@._5.04 5.64-6.13
FUNC_5 ® -024-015-012@ 015 0.1 0.06@ -0.01-0.06-009@ 004 0.01 0.00® 015 016 018
critical industrial systems. FNC7 | ®.006.00 0038 -007-008 0048 010 0080008 009-009.0 128 003 001 007

FUNC_8 ® 035035 037@-003-004-001® 013 005 0.12@ -005-005-0.11® 005 027 020

Eﬁ" — Soutorma) Prediction . Shapley bodel Trainig App e FUNC_9 ® -006-010-014® 004 003 007® 001 004 007® 013 007 009® 002 009 006
o FUNC_10 @ -021-030-037@ 012 021 029® -019-024-031@ 026 039 049@ -003 D14 043
o Toagle functions 2 FUNC_11 ® 009013 0.14@ 035-0.11-012@ 010 0.06 0.02@ -003-015-0.14@ 040 021 022
Training ogd s L_®] g FUNC_12 ® 412 409 450@ 407 406 439@ 430 435 486@ -353-344-404@ 392 377 451
Func_z W®@ rres @) § FUNC_13 @ -066-061-057@ 065 048 053@ 058 057 0.50@ -0.83-0.69-0.65@ -0.80-0.54-0.63

Funes W s [ @] T FUNC_14 ® 001008 0.06@ 0.06-011-0.10@ 017 0.30 024@ 016 023 0.20@ 018 0.30 0.31

semaco R m runes @ rrer o T FUNC_15 ® 013-014-030@ 005 0.06-021@® 0.05 0.06 0.07® 003 0.06 0.10@® -0.05 0.00-0.15
@ s «© £ FUNC_16 @ -0.14 0.00-0.03@ 0.11 0.16-0.02@ 0.35 0.26 0.39® -0.19-0.18-0.15@ -0.04-0.10 0.07

w B e ) o) FUNC_17 @ -0.02-0.03-0.06@ -0.20-0.18-0.23@® 0.17 0.12 0.07@® -0.16-0.16-0.15@ 0.17 0.13 0.20
(s o= e o) e o) FUNC_18 @ 017 0.10 0.09@ 005 0.12 0.14® 0.00-0.11-0.05@ 0.12 0.15 0.21® -0.02 0.05 0.06
= == e & e « FUNC_19 ® 016-012-016@ 0.02-001-0.14® -0.01 0.04 0.12@ -0.13-0.11-021@ -0.11-009 018
Ten g e | = el - FUNC_20 @ 0.13-010-0.06@ -0.37 -0.31-0.33@ 023-022-020® -023-023-022® -021-021-023
o= (w T & FUNC_21 ® 003-001-013® -0.13-0.10 0.06@ -0.15-023-026@ -002-008-029® 0.11 0.11 028

FUNC_22 ® -0.06-0.10-0.12@ 020 025 025@ 008 0.10 0.06@® -0.19-017-021® 013 0.09 014
FUNC_23 ® 0.03-0.10-0.12@ 012 026 027® -0.06-0.16-020® 0.02-0.10-0.13@ 009 0.26 027

-
s FUNC 24 @ 0.1 003 0.11@ -0.12-0.11-0.09® -0.11-0.07-0.12@ -0.04 0.02 0.04® 0.05 0.07 0.02
FUNC 25 @ 0.11 0.09 0.07@ -0.09 0.03 0.04@ 0.19-0.20-0.13@® -0.11-0.08-0.07@ 0.07 0.15 0.11
FUNC 26 @ -0.02-0.05 0.13@ -0.35-0.44-054@ 0.07-0.17-0.23@ 0.03-0.04-0.04@ -0.04-0.01-0.08
Prediction FUNC27 @ 0.06 0.03 0.01@® 002-0.03-003@ 012 014 0.11@® 019 0.23 0.17@® -0.08-0.10-0.09
e rite vaiducet mcesstuty. e o stmier. €9 o ! ! ! ! i

model to load.

Prediction Counter




Mélardalen
University

Contribution answers RQ_2, RQ_3, RQ_4 and RQ_5

Contribution 3: Data-driven cache miss prediction

We develop a data-driven model framework for cache
miss prediction at the microarchitectural level.



Milardalen
University

Recurrent Neural Networks (RNNs)

eUnlike standard NNs, RNNs Predlctlorl
handle sequences.

-Fee(_iback loops - remember @ @ @ @

past inputs. @

eGreat for time-dependent data @ @ @ @

eDownside: gradient vanishing
or explosion lnput
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Long Short-Term Memory (LSTM) networks

eFixes problems with long-term
memory in standard RNNs
(vanishing/exploding gradients).
eUses “gates” to decide what to
remember/forget.

ePerfect for time-series CPU
data (e.g. “cache miss
sequences )

Cell state

atare

Hidden
atate

Mext hidden
state
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Contribution 3 - core
. 0.55 0.95 0.76 0.86
eAccuracy: Predicted cache miss distributions closely mov X100 Syt — rax pen o 0 0
match simulator outputs. 000 0L 019 - a1
eNovelty: First ML-based approach to approximate cache
simulation without full architecture knowledge. [lattened token Tndiees .
eContribution to RG: Improves scalability and eﬁiciency of (012 064 091 --- 0.59 0,55: 0.95 0.76 --- 0.86 0.31)

forecasting in industrial systems.

21% time reduction as opposed to running simulation
in DynamoRIO
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Contribution answers RQ_4 and RQ_5

Contribution 4: Hybrid Al Simulation
Compiler (HASCo)

* Finally, HASCo, a Hybrid Al Simulation Compiler that transforms
natural-language reports into runnable OpenSCENARIO/OpenDRIVE
simulations.

* HASCo integrates retrieval over standards, execution-based validation,
and self-repair loops on top of large language models.
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Large Language Models (LLMs)

eWhat: LLMs (like ChatGPT) = trained on massive text corpora.
eHow: Can interpret/generate language — natural interaction.
eIn our work: Engineers query technical systems directly.

Industrial
K

Expert
knowledge

1

ou

LLMs

Operations
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Retrieval-Augmented Generation (RAG) & Reranking

eProblem: LLMs may “hallucinate”.
*RAG: Retrieves facts from trusted docs/specs.
eReranking: Picks most reliable information chunk— improves answers.

Input (question, task)

External knowledge database

Input (question, task)

i Retrieval mechanism

Reranking

mechanism

Possibly hal.lucinated, Answer based on internal knowledge
unsubstantiated answer ¢ AND informed by external DB [ «—



Contribution 4 - core

eProblem: Scenario generation from
natural language - error-prone and
unreliable.

eUse LLMs + retrieval + reranking to
translate text reports into simulation-
ready scenarios.

eResult: Produces executable
OpenSCENARIO code with higher
precision and reduced hallucination.
eContribution to RG: Brings
trustworthiness to Al-assisted E2E
workflows.

mpb

d <
=

s )
Location generation Fix th , No
— system prompt ix the output!
| v .
Natural - > Location extractor LLM Nominatim Geolocator
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Y o  vehicles in the report

(makes/models)
LLM Agent

as catalog file
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—>» execution in virtual

Python environment
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Fix the output!
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Error stack trace @
Execute

Python code and store ——»

output XOSC XML

XOSC Code for manual
execution and review
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Future Work

eScaling up verification: Extend
abstraction framework to larger, non-
linear networks with industrial-size
datasets.

eSharper uncertainty: Adaptive
conformal prediction to tighten
intervals while preserving
guarantees.

eReal-time integration: Embed
forecasting tools into live industrial
systems (beyond offline use).

eTrustworthy Al assistants: Advance
RAG + reranking pipelines so
engineers can query systems naturally
with well informed systems.
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Conclusion

eProblem: Industrial ML = powerful but fragile (black-box, slow, no

guarantees).
eSolution: Four contributions spanning abstraction, uncertainty, forecasting,

and natural-language interaction.
eImpact: Toward trustworthy, explainable, efficient ML for industrial-scale

systems.
w i Verification ﬂ

v Forecasting Ty gtworthiness L

L @ Prediction with q. uncertainty J
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